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~ HIPAA - Verifying Identification

POLICY
This policy applies to the Johns Hopkins Health System (JHHS) Patient Financial Services (PFS)

Division and the following entities: The Johns Hopkins Hospital (JHH), Johns Hopkins Bayview Medical
Center (JHBMC), and Howard County General Hospital (HCGH).

PURPOSE
To describe the procedure the Customer Service stafl must follow to verify the identity of any individual requesting
Protected Health Information (PHI), to ensure that the person requesting the PHI is either the individual owner of the

PHI (i.e., the patient), or some other person who is authorized access to this information, or an authorized persenal
representative of the patient.

RESPONSIBILITY
Patient Financial Services Representatives
PROCEDURE

1. .All Customer Service staff will follow the process outlined below to determing if the individual on the telephone
is the patient, the parent of a minor-child patient, or 2 bona fide representative of the patient,

2. Customer-Service staff will use the-following: script to-verify the identification of callers:-

“Due to new Federal privacy regulations, I am required to verify your identity and to verify that yon have
authorization to access the patient’s protected health information.”

Calier

Verify

Release

The patient

Verify the patient”s full name (not
including middie name or initial) and
one of the following: account number,
health plan member number or MA
number, date of birth, or Sccial

Security Number

- Any and all patient PHE—except the

diagnosis

Parent of a2 minor-
child patient

Verify that the caller’s name matches
the parent’s name in the system.

© Verify the child’s full name and one

of the following: account number,

_health plan member number or MA

number, date of birth, or Social
Security Number

Al requested PHE-—except PHI related to
drug abuse, alcoholism, venereal disease,
pregnancy, fermination of pregnancy,
contraception other than sterilization,
physical examination and treatment of
injuries from an alleged rape or sexual
offense or physical examination to obtain
evidence of an alleged rape or sexual
offense—unless the minor has
specifically authorized the release of such
information to the parent
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Caller Verify Release
Patient Verify that the caller’s name matches | A copy of the appropriate legal
Representative the Patient Representative’s pame in | documentation is required to be on file

other than a
parent of a minor
child (e.g., a health
care agent/ holder of
a medical power of
attorney, a fegally
appointed guardian
of the patient, 2
personial
representative of a

" deceased patient, or
a kinship care
relative—if the
appropriate
paperwork is on

file)

the systern. The Patient
Representative must verify the
patient’s full name and one of the
Jollowing: account munber, health

plan member number or MA number,

date of birth, or Social Security
Number

as follows:
(i) if health care agent/medical power of
attorney: legal document appointing
the agent

Gi) ifa guardian: the court order
appointing the guardian

(itiy ifa personal representative: the
letters of administration or other court
document appointing the personal
representative

(iv) if a kinship care relative; the affidavit
filed with the Dept. of Social Services
prior to the release of any PHI

The Patient Representative may have
access to any and all of the patient’s
PHI—except the diagnosis.

Patient who is a
minor child

Verify the patient’s full name (not
including middle name or initial) and

one of the following: account number,

health plan member number or MA
number, date of birth, or Social
Security Number

Requested PHI on him- or herself related
to his or her drog abuse, alcoholism,
venereal disease, pregnancy, termination
of pregnancy, comraception other than
sterilization, physical examination and
treatment of injuties from an alleged rape
or sexual offense, physical examination to
obtain evidence of an alleged rape or
sexual offense.

Note: We will not release this information
to the parent—unless the minor has
provided a written authorization
permitting disclosure, Parent should be.
directed to the provider of PHI related to
these services,
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Caller Verify Release
- Spouse/Domestic Verify the caller’s full name {(not An authorization clearly 3uthon'zing the
Partner of the including middle name or initialy and | reltease of PHI to the caller OR
patient one of the following: account number, | documentation that the participant verbally
~ health plan member nomber or MA approved the disclosure during the same
number, date of birth, or Social telephone call must be on file prior to the
Security Number release of any PHI,
for the paticnt
The spouse/domestic partner may have
access to any and all of the patient’s
PHI—except the diagnosis.
Other health care | Verify the provider’s name and the Minimuom PHI necessary to address the
provider provider’s manber or tax LD, number | provider’s inquity on behalf of the patient
Verify the caller’s name, the call-back
nuinber, and the patient’s filll name
(not including middle name or initial)
Either I or 2 will work:
1. Patient nnber ard date of birth
(if provider gives hoth, no
additional information is
required)
2. Patient account number or DOB
and one additional piece of
information, such as address,
phone number, effective date of
insurance coverage
Emeigency Verify the patiént’é full mimévtﬁéf I bniy minimum information necessary to
Contact incltuding middle name or initial) and | assist in emergency situation

one of the following: account number,
health plan member number or MA
mumber, date of birth, or Social
Sccurity Number

3. Ifthe caller is not able to provide the correct verifying information, no PHI will be released to the caller.

Customer Service staff will use the following script when denying inappropriate requests for PHI:

“Due to Federal privacy regulations, I ain unable to release any information at this time. Once you provide

us with the correct information, we will be more than happy to assist you.”

or




Policy Number CUSG05

Effective Date 4/14/03
Subject Page 4of4d
Revisad 10/29/08

HIPAA — Verifying Identification

“Due to Federal privacy regulations, I am unable to release any information at this time. Please submit an
authorization form to JHHS Customer Service so that the patient may designate a representative to discuss
their issucs on their behalf. Once we have that information on file, we will be more than happy to assisi you
on the patient’s behalf.” '

Response to previders who have not given appropriate information:
“Uin sorry, but based on the information you have provided to me, I do not have enough information to

accurately identify the patient in our system.”

I the caller indicates that information in our system is incorrect, staff should ask the catler to provide
documentation of the correct information in order to change the information in our system. If the caller
indicates that they cannot provide documentation; staff may not provide the requested PHI-to the caller:

If a patient requests an authorization form, the form can be faxed or mailed to him or her.

H the paticnt mails the form back, it should be returned fo the attention of the Customer Service
Department/HIPAA.

Senior Director, Patient Financial Services, JHHS
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